
The 2020 
Ransomware 
Resiliency Report
This comprehensive study explores the growing 
disparity between enterprises’ IT complexity and 
their resiliency to the ransomware threat.
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At the same time, enterprises are pursuing hybrid 
multicloud strategies, moving more of their data, 
workloads and applications to the cloud to take 
advantage of its inherent flexibility and scalability 
to accelerate innovation while maintaining 
centralized control. News reports indicate the 
COVID-19 pandemic has accelerated this trend 
because companies have embraced additional 
cloud platforms to support widespread remote work 
as employees maintained social distancing.

These two trends are seemingly on a collision 
course. With IT organizations supporting this 
decentralized working model with the cloud as the 
backbone, have the available attack vectors for 

ransomware developers increased? Are companies 
making their IT infrastructure resilient enough to 
enable their business to recover quickly from a 
crippling ransomware attack?

To examine these trends further, Veritas 
commissioned a study with market research 
firm Wakefield Research to survey 2,690 IT 
professionals and executives in 21 countries. 
The purpose was to understand their level of 
ransomware resiliency, how deeply they had 
been impacted by ransomware attacks and how 
much was their cloud strategy increasing their IT 
complexity, potentially putting them at risk.

Introduction
Hardly a week passes without news of a household name brand 
having its business brought to a standstill by a ransomware attack. 
Malicious individuals are developing more sophisticated attack 
methods to encrypt an enterprise’s data—or even whole systems— 
and demanding ransom. 
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Country # of Respondents
Australia 150

Benelux (Belgium, the 
Netherlands and Luxembourg)

20

China 150

France 150

Germany 150

Hungary 50

India 150

Italy 100

Japan 150

Poland 150

Country # of Respondents
Russia 150

Saudi Arabia 150

Singapore 150

Spain 100

South Africa 150

South Korea 150

Sweden 20

Turkey 150

United Arab Emirates 150

United Kingdom 150

United States 150

The research sought to gain perspectives from IT 
executives and professionals from various levels of 
seniority to be fully representative. Respondents 
included the following titles/roles:

Wakefield Research surveyed participants anonymously between Sept. 16 and Sept. 24, 
2020. All respondents worked at companies with 1,000 or more employees. Respondents 
were sent an email invitation to participate in an online interview. Respondents came from 
the following countries:

Survey Methodology

Title # of Respondents
Chief Information Officer 636

Chief Information Security 
Officer

276

Vice President of Infrastructure 217

IT Architect 279

Vice President of IT Operations 386

Director of IT Operations 342

System Administrator 222

Cloud Architect 332

The margin of error for this study is +/- 1.9 percentage points, 
at the 95 percent confidence level.
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It does so by revealing the full extent to which 
increasing IT complexity from ambitious hybrid 
multicloud initiatives, coupled with lagging 
resiliency—including backup and disaster recovery 
measures that aren’t robust enough—is making too 
many enterprises an inviting target for malicious 
actors.

• 64 percent of respondents think security 
measures at their company have not kept pace 
with their IT complexity.

• 42 percent said their company has experienced 
a ransomware attack; among those that have, on 
average they say they've faced 4.5 attacks.

• 54 percent of organizations have had flat or 
decreased funding levels for IT security during 
the COVID-19 pandemic, at a time when 
distributed workforces and increased demand for 
edge data protection has put additional strain on 
security resources.

• 57 percent of companies haven’t tested their 
disaster recovery plan within the past two 
months.

• 66 percent of companies estimate it would 
take five or more days to fully recover from a 
ransomware attack, if they didn’t pay the ransom

• There is no safe haven from ransomware—
attacks are targeting data and applications in the 
cloud nearly as often as on-premises resources.

• Only slightly more than a third of companies 
have three or more copies of their data, including 
having one copy off-site, separate from their 
data center. 

• Ransomware attackers are targeting larger 
companies because attackers know their 
potential return on investment will be higher.

As ransomware attackers continue to deploy more 
effective and potentially devastating means of 
holding companies’ data and workloads ransom, 
the time for enterprises to act is now. They need 
to immediately assess their resiliency approach 
and make their backup and disaster recovery 
processes more robust, no matter where their data 
and applications are hosted, so they can more 
confidently pursue their hybrid multicloud strategy.

Executive Summary
The research reveals that an alarming number of enterprises 
have a resiliency gap that’s putting their data at risk. Although 
multiple surveys have highlighted the increasing threats from 
ransomware, this study goes a step further.
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Most companies aren’t ready to fully run their 
business in a cloud platform like Amazon Web 
Services, Microsoft Azure, or Google Cloud 
Platform. They need to maintain some centralized 
control and governance. This is why many maintain 
their mission-critical data and workloads in their 
own data center or on-premises while migrating 
other data and workloads—such as those focused 
on research and development, or DevOps-
focused—to the cloud. Hybrid multicloud is often 
the safer, middle-ground approach.

This study shows extensive adoption of public cloud 
platforms. Thirty-six percent of respondents said 
they’re using “about an equal mix” of on-premises 
resources and public cloud resources for their 
data and applications, and another 25 percent 
are “mostly” in a public cloud. Just 4 percent are 
completely in a public cloud.

Increasing IT 
Complexity

Completely on a public cloud

Mostly on a public cloud but some on-premises 
or private cloud

About an equal mix of on-premises and a public 
cloud

Mostly on-premises or a private cloud, but some 
in a public cloud

Completely on-premises or a private cloud

Companies’  IT Infrastructure

Category 1

25%

4%

36%

27%

8%

1
PART
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Use of cloud services, including infrastructure as 
a service, platform as a service and software as 
a service, is increasingly pervasive. Respondents 
were asked to estimate the number of cloud 
services their organization uses, from Google Apps 
and Office 365 to Apache Stratos, Salesforce and 
OpenShift. The average number of cloud services 
being used is 11.7 globally. Cloud service adoption 
is even more widespread in the United States and 
Western Europe.

As organizations spread their applications and data 
across these heterogenous environments, between 
the cloud and their own data centers, it has created 
more integration, orchestration and data protection 
challenges. Protecting, managing and governing all 
their data holistically, and ensuring the continued 
availability of data and applications, is a real 
challenge.

Globally, 64 percent of respondents acknowledged 
that their IT security measures have not fully kept 
up with their IT complexity.

Measures have fully kept up with complexity

Measures slightly lag behind complexity

Measures significantly lag behind complexity

Measures don’t keep up at all

Security Measures and IT Complexity

36%

4%

39%

21%

Average # of Cloud Services
Per Organization

# of cloud services

United States

Western Europe

Central Europe, Middle East and Africa

Asia Pacific

18
16

14

12
10

8

6
4

2
0

16
14.8

10.4 10.1
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Enterprise IT professionals and executives have 
a wide range of concerns about the increasing IT 
complexity. Respondents were asked to choose 
from nine different concerns ranging from external 
and internal threats, to data loss to increased 
maintenance costs. They could choose up to three. 
There was not a major differentiation between 
the top- and bottom-rated concerns. This finding 
indicates that growing IT complexity is having a far-
reaching and multi-faceted impact.

Making the job of IT professionals harder, security 
budgets are being stretched thin. A combined 54 
percent of IT professionals and executives say they 
are having to confront these exceptional security 
threats with reduced or flat IT security funding 
since the start of the global pandemic.

An expanding hybrid multicloud footprint. 
Enterprises using more cloud infrastructure 
vendors. More workers accessing data and 
applications remotely. New and more sophisticated 
ransomware innovations and bigger ransom 
demands. All of this happening with stricter data 
privacy laws. Gartner predicts that by 2022, half 
of the world’s population will live in a jurisdiction 
covered by a personal data privacy regulation 
like the EU’s GDPR1, putting even more pressure 
on enterprises storing sensitive personal data to 
ensure it is protected. There is more urgency than 
ever before for enterprises to get a handle on their 
IT complexity.

Increased Stayed the same Decreased

45%
50%

40%

35%

30%
25%

20%

15%
10%

5%
0%

46%

28%
26%

Changes in security budgets since the 
start of the COVID-19 pandemic

1  Gartner, Inc., The State of Privacy and Personal 
Data Protection, 2019–2020, April 15, 2019

Increased risk of external attacks

Increased risk of internal attacks

Potential for data loss

The amount of time it takes to manage data and 
applications

Employees having access to files they shouldn't or 
not having access to files they should

Increased maintenance cost

Lack of visibility into data and apps

Regulatory compliance

How difficult it makes my job

1200
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0
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762 749

675

# of respondents concerned 
about IT complexity 

challenges
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This study reveals a significant portion of 
enterprises aren’t deploying common data 
protection and security measures. Fifty percent 
of respondents said they have at least four 

ransomware protection measures in place. Yet 20 
percent use just one or two, indicating that many 
enterprises have room for improvement to beef up 
their security.

Despite the increased vigilance, enterprises 
can only do so much to mitigate attacks, not 
completely prevent them. Employees mistakenly 
open a phishing email and download an attachment 
that contains malicious code. Well-meaning IT 
organizations fail to apply an operating system 
patch in a timely way or don’t have sufficiently 
secure servers. This study reveals the crippling 
impact ransomware attacks are having on 
enterprises that fall victim.

Category 1

Anti-virus software and endpoint security

Keep an offline copy of data (air gap backups)

Email and web browser security monitoring

Store copies of backups in different location

Security and behavioral analytics tools

Restricted backup credentials

Use write once, read many, or WORM storage

60%

70%

50%

40%

30%

20%

10%

0%

61%
55% 55% 54% 53% 50%

44%

Ransomware Protection Measures Used

2
PART

The Impact  
of Ransomware 
Attacks
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Forty-two percent of respondents said their 
company had experienced a ransomware attack, 
and they had suffered an average of 4.5 attacks.

Larger companies are being attacked more often. 
Attackers, interested in getting a higher return on 
their investment, know those companies offer a 
potentially larger payday, with more resources at risk.

Ransomware attacks can have a widespread impact 
on data and files. Of the respondents who said their 
companies had suffered a ransomware attack, 41 
percent said that 20 percent or more of their files 
and data were impacted or lost.

Business disruption is arguably the most damaging 
effect of ransomware. The Ponemon Institute 
calculated the cost of an unplanned data center 
outage at $9,000 per minute2. But the broader 
organizational impact of lost sales, damaged 
reputation, potential fines and lost productivity is 
much harder to calculate.

Thirty-eight percent of companies who had suffered 
a ransomware attack experienced a disruption 
in business operations of at least five days, with 
another 32 percent disrupted for between one and 
four days. Only 30 percent were able to minimize 
the disruption to less than a day.

The cloud is no safe haven from ransomware. 
Ransomware attackers will target data and 
applications in the cloud as much as they will attack 
those in an enterprise’s data center.

Most companies, recognizing the legal, reputational 
and financial ramifications of losing their data, pay 
at least part of the ransom, hoping to have their 
data quickly decrypted and available.

Security experts caution against paying the ransom 
in many cases because some ransomware attackers 
may not have the capabilities to fully decrypt 
their data, even if their victims pay up. Yet many 
companies find they have no choice because their 
backup and disaster recovery measures simply 
don’t measure up.

2  The Ponemon Institute, Cost of Data Center 
Outages, January 2016
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With their IT environments increasingly siloed, 
fragmented and highly complex, not enough 
enterprises have done robust resiliency planning. 
This oversight has opened up a resiliency gap 
as enterprises struggle to keep pace with their 
IT complexity driven by digital transformation 
initiatives.

An alarming 66 percent of all respondents—
whether their company had suffered an attack 
or not— estimate it would take at least five 
days to fully recover from a ransomware attack. 
Exacerbating the issue, there are some disconnects 
between how resilient top-level executives think 
their organization is to ransomware attacks, 
compared to those leaders on the front lines.

Having three or more copies of an enterprise’s data, 
including one copy at an off-site location, outside 
the corporate network or data centers, helps ensure 
it can recover data quickly and potentially avoid 
paying a ransom. Some companies have air gap 
data, which is a secondary, offline storage system, 
such as tape.

CIOs IT Directors
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This study reveals that the overwhelming majority 
of companies aren’t following this best practice, 
with just 36 percent having three or more copies  
of their data. 

Just as important as having a comprehensive 
backup approach is having a capable IT disaster 
recovery plan. Testing the DR plan regularly helps 
discover flaws that could prevent an enterprise 
from restoring its critical operations, such as 
customer support. Yet this study demonstrates 
most companies don’t test theirs regularly.  Fifty-
seven percent of respondents said their company 
hasn’t tested their DR plan in the past two months 
and 39 percent either last tested theirs more than 
90 days ago or not at all.

IT executives and professionals aren’t confident 
of being able to restore all their data. On average, 
they estimate 20 percent of their data couldn’t be 
recovered from backups in the event of a complete 
data loss

The resiliency gap is real and widening. Digital 
transformation, driven by cloud adoption, has 
accelerated due to the pandemic, which has created 
more data and a need for no-access expansion of 
the data center. As this shift accelerates, resiliency 
planning has not kept pace. Cloud platforms are 
relatively easy to adopt, but few enterprises have 
adopted a platform for resiliency. 

Veritas recommends enterprises close this resiliency 
gap by adopting a proactive approach to ensure 
24/7 availability of their applications and storage 
efficiency across their hybrid multicloud, virtual 
and physical environments. Veritas has enhanced 
its Enterprise Data Services Platform, enabling 
organizations to dramatically reduce the risk 
and impact of system downtime, avoid disparate 
workload-specific point products and realize 
significant cost savings by standardizing on a single 
platform across hybrid and multicloud environments.

To learn more, visit veritas.com

Conclusion

2 copies (0 off-site)

2 copies (1 off-site)

3+ copies

How Companies Back Up Their Data

49%

14%

36%
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Veritas Technologies is a global leader in data 
protection, availability and insights. Over 80,000 
customers—including 87 percent of the Fortune 
Global 500—rely on us to abstract IT complexity 
and simplify data management. The Veritas 
Enterprise Data Services Platform automates 
the protection and orchestrates the recovery of 
data everywhere it lives, ensures 24/7 availability 
of business-critical applications, and provides 
enterprises with the insights they need to comply 
with evolving data regulations. With a reputation for 
reliability at scale and a deployment model to fit any 
need, Veritas Enterprise Data Services Platform 
supports more than 800 different data sources, 
over 100 different operating systems, more than 
1,400 storage targets, and more than 60 different 
cloud platforms. 

Learn more at veritas.com  
Follow us on Twitter at @veritastechllc
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